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Abstract 

This report is a security investigation into the network for ACME Inc. An investigator had been tasked to 

map this network and identify any security issues present. The investigator also demonstrates the 

security issues present in the network. 

The investigator found the network to be highly insecure and was able to map and compromise major 

parts of the network through password cracking, ssh tunnelling and nfs mounting. The biggest security 

issue in the network is weak and reused passwords. 

Countermeasures and improvements are mentioned in this report which are highly advised to be 

implemented as soon as possible as the network is currently vulnerable and insecure. 
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1 INTRODUCTION 
Companies may believe their network is protected from threats by having a network manager fighting 

these battles off. However, what if the network manager themselves is a threat to the company and the 

overall network security? Many possibilities can make a network manager a threat, but the most 

damaging is a disgruntled one. A manager leaving on bitter terms can introduce a level of threat to the 

company that an outside attacker can’t pose. They would know the infrastructure of the network to an 

in-depth degree. If the network manager did not carry out their job to a high standard, as in securing the 

network, this could lead to threats from outside and inside the company. Moreover, this may allow the 

network manager to get access back into the network from which they were removed. 

An example of this can be seen from a previous network administrator, Terry Childs,  of Department of 

Telecommunications and Information Services (DTIS) of the City and County of San Francisco. Childs, on 

being removed from his role, locked out all other administrators from the network (Findlaw, 2021). 

ACME Inc. have recently parted ways with their network manager in bitter circumstances. The network 

manager did not create any documentation of the network. Due to this finding, ACME Inc. are concerned 

with the overall security of the network and its current state. To test the overall security of the network, 

ACME Inc. need a network security investigator to investigate their network for potential vulnerabilities 

and issues. 

1.1 AIMS 

The main aim for this investigation is to test the security of the ACME Inc. network, and from any 

vulnerabilities found attempt to exploit. Another aim for this investigation is to create a detailed network 

diagram of ACME inc.’s network due to no documentation from the previous admin. The investigator 

hopes to achieve this by compromising as much of the network as possible. Finally, of any issues found, 

countermeasures are to be given on how to better secure the network. 
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2 NETWORK DIAGRAM 
A network diagram below shows all the network devices that are in use on the network. Four routers are 
used on the network, that split up the many subnets in use. All the routers are a VyOS router. Moreover, 
a firewall is in use which is in place behind the fourth router. Ten IP addresses have telnet open which 
are reflected with the routers in the diagram. The network has two web servers, with the web server on 
router one hosting a WordPress website. 
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Subnet Table 

 

Hosts on the network 
 

192.168.0.34 

192.168.0.66 

192.168.0.130 

192.168.0.210 

192.168.0.200 

192.168.0.242 

13.13.13.12 

13.13.13.13 

172.16.221.237 
 

VyOS Routers 
 

VyOS Router IP addresses IP addresses with telnet to VyOS routers 

1.1.1.1 
2.2.2.2 
3.3.3.3 
4.4.4.4 

192.168.0.193, 192.168.0.225, 172.16.221.16 
192.168.0.33, 192.168.0.226, 192.168.0.229. 
192.168.0.129, 192.168.0.230, 192.168.0.233 

192.168.0.97 

Network Address Subnet IP Range CIDR Subnet Mask Broadcast address Gateway 

13.13.13.0 13.13.13.1->13.13.13.254 /24 255.255.255.0 13.13.13.255 192.168.0.33 / 
13.13.13.12 

172.16.221.0 172.16.221.1 -> 172.16.221.254 /24 255.255.255.0 172.16.221.255 172.16.221.1 

192.168.0.32 192.168.0.33 -> 192.168.0.62 /27 255.255.255.224 192.168.0.63 192.168.0.33 

192.168.0.64 192.168.0.65 -> 192.168.0.94 /27 255.255.255.224 192.168.0.95 192.168.0.65 

192.168.0.96 192.168.0.97 -> 192.168.0.126 /27 255.255.255.224 192.168.0.127 192.168.0.97 

192.168.0.128 192.168.0.129 -> 192.168.0.158 /27 255.255.255.224 192.168.0.159 192.168.0.129 

192.168.0.192 192.168.0.193 -> 192.168.0.222 /27 255.255.255.224 192.168.0.223 192.168.0.193 

192.168.0.224 192.168.0.225 -> 192.168.0.226 /30 255.255.255.252 192.168.0.227 192.168.0.225 

192.168.0.228 192.168.0.229 -> 192.168.0.230 /30 255.255.255.252 192.168.0.231 192.168.0.229 

192.168.0.232 192.168.0.233 -> 192.168.0.234 /30 255.255.255.252 192.168.0.235 192.168.0.233 

192.168.0.240 192.168.0.241 -> 192.168.0.242 /30 255.255.255.252 192.168.0.243 192.168.0.241 
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Port table 

Port Service Hosts 

22/tcp Ssh 192.168.0.34, .66, .130, .193, .200, .210, .225, .242. 
13.13.13.12, .13 
    172.16.221.16.                                                                                                                                                                                         

23/tcp telnet 192.168.0.33, .97, .129, .193, .225, .226, .229, .230, .233 
172.16.221.16. 

53/udp dns 192.168.0.98, .234, .241 

80/tcp http 192.168.0.33, .97, .98, .129, .193, .225, .226, .229, .230, .233, .238, .241, .242 
172.16.221.16, .237 

111/tcp rcpbind 192.168.0.34, .66, .130, .210, .242,  
13.13.13.12.                                                                                                                                                                                                            

123/udp ntp 192.168.0.33, .97, .98, .129, .193, .225, .226, .229, .230, .233, .234, .241. 
172.16.221.16. 

161/udp snmp 192.168.0.33, .97, .129, .193, .225, .226, .229, .230, .233,  
172.16.221.16. 

443/tcp https 192.168.0.33, .97, .129, .193, .225, .226, .229, .230, .233 
172.16.221.16. 

631/udp ipp 192.168.0.34, .66 .130, .210, .242,  
13.13.13.12, .13. 

2049/tcp nfs 192.168.0.34, .66, .130, .210,  
13.13.13.12.                                                                                                                                                                                                            

2601/udp Quagga 192.168.0.98, .234, .241 

2604/udp Quagga  192.168.0.98, .234, .241 

2605/udp Quagga 192.168.0.98, .234, .241 

5353/udp zeroconf 192.168.0.34, .66, .130, .210, .242,  
13.13.13.12. 

 

5353/udp mdns 13.13.13.13, 172.16.221.237 
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3 NETWORK MAPPING PROCESS 

3.1 NMAP SCAN OF 192.168.0.200/27 

To begin the investigation the investigator ran an “ifconfig” command on kali host. It showed the 

investigator’s IP address and subnet. The kali machine’s IP address was 192.168.0.200. The subnet mask 

used was 255.255.255.224 which is a CIDR of 192.168.0.200/27 (see figure 1). 

 

Figure 1: Kali IP address 192.168.0.200/27 – ifconfig command 

A nmap scan of the kali host subnet was performed to find directly connected devices to the kali host in 

the network. Only three IP addresses returned, with one having telnet open (See figure 2). 

 

Figure 2:  Nmap scan of kali host and subnet mask. 
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However, the investigator needed more information on these devices found and other devices 

connected on the entire 192.168.0.0/24 network. So, a more in-depth service version scan was executed 

with “-sV” to uncover this information (see figure 3). From the findings multiple IP addresses had the 

device listed as a router. For the full nmap scan of this network see Appendix B. 

 

Figure 3: Nmap scan of entire 192.168.0.0/24 network. 

To find any interesting ports open, a UDP scan was also performed on this network, see figure 4 on the 

next page. The full results of this scan can be found in Appendix B. 
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Figure 4: Nmap scan of the entire 192.168.0.0 subnet. 

3.2 VYOS ROUTERS 1-3 

From the nmap scans the investigator discovered multiple IP addresses with telnet ports open. The 

investigator used telnet to access these hosts found so far. All the hosts with telnet open were then 

found to be connecting to VyOS routers. The investigator researched default username and password 

details for Vy0S routers in hopes the previous admin did not change them. The default credentials were 

found by a support post from VyOS (Andamasov, 2021). The default credentials being “vyos” for both 

the username and password. After the investigator entered these credentials access to each router was 

granted. The previous admin left the default credentials on the routers. Three routers were accessible 

from the kali host alone, and the process is shown in Appendix C, figures 1 to 7. 

The investigator had an initial mapping of the network with the interfaces found and began creating a 

subnet table as seen previously and the network diagram for routers. From here the investigator 

understood the next steps to undertake in mapping the network further.  
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3.3 NFS MOUNTING 

The nmap scan of 192.168.0.0/24 showed ports 111 and 2049 open on three machines: 192.168.0.34 

192.168.0.130 and 192.168.0.210. A “showmount” command on each of these hosts were executed to 

find if the previous admin configured NFS incorrectly (see figure 5 below). 

 

Figure 5: Showmount showing mounting directories. 

From the returned mounting locations, the investigator noticed that 192.168.0.210 had a root directory 

set with “/”. The two other machines, if mounted, would only give access to the xadmin directory which 

means they are properly configured. A NFS mount was created to access 192.168.0.210. (figure 6). 

Figure 6: Creating directory and mounting .210 on this directory. 

The investigator now had access to the entire filesystem of the .210 host. The account xadmin had a 

password hash in the shadow file (see figure 8). To access the machine with ssh, the passwd and shadow 

files were copied over to the kali machine to be crack this password with password cracking tool “John 

the Ripper” (see figure 9). 

 

Figure 7: passwd file contents of xadmin .210 host. 

 

Figure 8: shadow file with password hash of xadmin account .210 host. 

 

Figure 9: Copying the passwd and shadow files of .210. 
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The files were unshadowed to process them for John to crack (see figure 10). Then, the unshadowed file 

was loaded into john which cracked the password revealing it to be “plums” (see figure 11). 

 

Figure 10: Unshadowing the files from .210. 

 

Figure 11: John the ripper cracking the password of xadmin. 

At this stage the investigator knew the username and password of an account on the .210 host and used 

ssh to log into the host which can be seen in figure 12. 

 

Figure 12: Investigator logged into 192.168.0.210 host. 

3.4 SSH TUNNELLING TO 172.16.221.0/24 SUBNET 

From the interfaces found on router one, the 192.168.0.210 host would then able to ping the 

172.16.221.16/24 IP address. The investigator attempted this and the .210 host could successfully ping 

this address (See figure 13). For this part of the investigation the investigator used .210 to elevate 

priveleges whilst showing tunneling is possible through this host. 

 

Figure 13: Pinging 172 subnet from the .210 host.  
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The investigator set up a ssh tunnel to access this subnet through the .210 host. First, root access was 

needed. “sudo -l” was executed to find the permissions of the xadmin user. The xadmin user had full 

access to sudo and a command “sudo su” elevated the privileges to root user. 

 

Figure 14: Sudo -l command to find permissions. 

 

Figure 15: Root access achieved on .210 host. 

As the investigator had root access the password was simply changed the root password to “apple”, to 

match other root accounts found later in the investigation (see figure 16). 

 

Figure 16: Changing root password. 

Further, the investigator had to change the settings of the sshd_config file to allow root login as it was 

blocked and enable tunnelling (See figure 17 & 18). 

 

Figure 17: Configuration of sshd_config 

 

Figure 18: Investigator changing config to enable tunnelling and root login. 

As the necessary steps had been made, a tunnel was set up with tun0 interface (see figure 19). NAT also 

needed to be enabled to allow forwarding to the kali host. 
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Figure 19: .210 host setting up ssh tunnelling.  

The investigator set up the tunnelling connection on the kali host which can be seen in figure 20 below. 

The route table shows the tunnelling was successfully set up. 

 

Figure 20: Kali host setting up ssh tunnelling. 
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3.5 NMAP SCAN OF 172.16.221.0/24 SUBNET 

A nmap TCP service scan of this network showed only two IP addresses existed. The service information 

showed address 172.16.221.16 was a router as expected and another address 172.16.221.237 being an 

Apache web server (See figure 21). 

 

Figure 21: Nmap scan of the 172.16.221.0/24 subnet. 

The investigator used telnet to access the router to confirm it is router one, and as seen by figure 22 

below it had the IP address of 1.1.1.1 matching router one. 

 

Figure 22: IP route of router one on 172.16.221.16 address. 
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The investigator accessed the web server found through Firefox and a default web page was displayed 

(Figure 23). 

 

Figure 23: Default web page on the .237 address web server. 

Finally, to conclude the mapping of this network a UDP scan was performed on the top one thousand 

UDP ports to find any more interesting information. The result can be seen in figure 24 below. 

 

Figure 24: UDP scan on top 1000 UDP ports. 

3.6 ACCESSING 192.168.0.32/27 SUBNET 

The investigator reused the previous password “plums” found on 192.168.0.210 machine for username 

“xadmin” to gain access to the 192.168.0.34 host. An ifconfig command run on the .34 host identified a 

hidden network “13.13.13.0/24” which was not shown in the routing table of the routers See figure 25 

on the next page. 
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Figure 25: 13.13.13.0/24 network found from ifconfig command. 

From this information the .34 host had access to this network, and the investigator began the process to 

access it through ssh tunnelling. Also, a confirmation of the gateway for the subnet table in this report 

was done with a “route” command on the .34 host showing the gateway of 192.168.0.33 (Figure 26). 

 

Figure 26: Gateway for 192.168.0.32/27 subnet. 

Root access was needed for the tunnelling and like the process to root the 192.168.0.210 host sudo 

permissions were listed. All permissions were available to the .34 host (see figure 27). 

 

Figure 27: Sudo permissions of .34 host. 
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Again, entering “sudo su” elevated the investigator to root user (see figure 28 below). 

 

Figure 28: Root user accessed through sudo su command. 

The password for the .34 host was changed to “apple” also to help the investigator use a singular root 

password for this investigation (see figure 29 below). 

 

Figure 29: Changing root password for 192.168.0.34 host to “apple”. 

The investigator enabled tunnelling in the ssh config of the root user and restarted the service, see 

figures 30 & 31. 

 

Figure 30: Enabling tunnelling by entering line “PermitTunnel yes”. 

 

Figure 31: Restarting ssh service. 

Tunnelling was successfully set up, and the investigator began the process to access the 13.13.13.0/24 

network through the .34 host. The investigator was able to log into the root account with the newly 

changed password. 
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3.7 SSH TUNNELLING TO 13.13.13.0/24 NETWORK 

A SSH tunnel was set up on the 192.168.0.34 host through the tun0 interface (see figure 32 below). NAT 

did not need enabling to allow forwarding to the kali host, unlike previous tunnelling steps. 

 

Figure 32: Tunnelling set up on 192.168.0.34 host side. 

On the kali host, tunnelling was set up and the route table shows the network was successfully added by 

the investigator (see figure 33). 

 

 

Figure 33: Tunnelling set up on kali side. 

To confirm the routing and forwarding was successful, the investigator pinged the 13.13.13.12 address 

found on the 192.168.0.34 host (see figure 34). 

 

Figure 34: Kali host able to ping 13.13.13.12 address, routing set up successfully. 
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3.8 NMAP SCAN OF 13.13.13.0/24 NETWORK 

As the investigator now had access to the 13.13.13.0/24 network a nmap scan was performed from the 

kali host. A TCP service scan of the 13.13.13.0/24 network showed two devices, both with ssh ports 

open (see figure 35). The investigator noted these ports to try brute force attacks if needed. 

 

Figure 35: Nmap TCP service scan of 13.13.13.0/24 network. 

A UDP scan of the network was also performed on the top one thousand UDP ports to find any further 

information on these two devices (see figure 36). 

 

Figure 36: Nmap UDP scan of 13.13.13.0/24 network. 
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As the 192.168.0.34 host’s interface configuration showed previously, the 13.13.13.12 host is only on a 

different network with interface “eth1”, but the machine is the same. To test this theory, the password 

“apple” that the investigator changed the root user of .34 host of was entered on the root account of 

the 13.13.13.12 host (see figure 37). 

 

Figure 37: Logging into root 13.13.13.12 host with 192.168.0.34’s root password. 

To conclude the investigation on the 13.13.13.12 host a “route” command found the 13.13.13.12 host 

had a gateway of 192.168.0.33 confirming the investigator’s theory (see figure 38 below). 

 

Figure 38: Same gateway for 13.13.13.12 host as 192.168.0.34 host (as seen in figure 26). 

The next target in mapping the network was the 13.13.13.13 host. Brute force attack tool “Hydra” was 

used by the investigator attempting to gain the password for this host.  
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The account “xadmin” was the target for this brute force attack, as a guess due to every machine having 

this account. After using the wordlist from the “Metasploit Framework”, “password.lst”, the password 

was cracked instantly (see figure 39 below). The password for the 13.13.13.13 host was “!gatvol” and 

the investigator now had credentials to an account. 

 

Figure 39: Successful brute force attack on the .13 host. 

Having obtained the credentials, the investigator logged into the xadmin account and an “ifconfig” 

command showed no further networks connected to this host (see figure 40). 

 

Figure 40: ifconfig of 13.13.13.13 host. 

The gateway for the 13.13.13.13 host was discovered using the “route” command and the investigator 

filled out the subnet table accordingly (see figure 40). 

 

Figure 41: Route table and gateway of 13.13.13.13 host. 
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Again, to access the root account of the .13 host “sudo su” elevated the investigator to the root account. 

The investigator changed the root password to “apple” and enabled root login which can be seen in 

figures below. 

 

Figure 42: Changing root password of 13.13.13.13 host. 

 

Figure 43: Permitting root login on the 13.13.13.13 host. 

The investigator logged into the root account of 13.13.13.13 using the newly changed credentials 

therefore concluding the mapping and investigation of the 13.13.13.0/24 subnet (see figure 44). 

 

Figure 44: Logged into root account of 13.13.13.13 with changed password.   

3.9 ACCESSING 192.168.0.242/30 HOST 

From the nmap scans of the 192.168.0.0/24 network the host 192.168.0.242 showed an Apache web 

server running. As the investigator had direct access to this host through the kali machine, the IP 

address was entered into a Firefox browser. The landing page displayed system information (figure 45). 

 

 

 

 

 

Figure 45: 192.168.0.242 Apache web server landing page. 
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In the top left of the web page, a “Help” button was visible. The investigator clicked this button curious 

what help would be provided for this web server. However, it loaded a YouTube link but as the kali host 

had no internet connection the video did not load (figure 46). 

 

Figure 46: YouTube link when “Help” button is clicked. 

The investigator visited this YouTube link outside of the client network on a personal device and the 

video loaded (see figure 47 below). The previous network admin must have liked listening to this artist 

and song while protecting the client network. 

 

Figure 47: YouTube video linked to by the “Help” button. 
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From the nmap scans SSH was open on the 192.168.0.242 host. The investigator used brute force attack 

tool “Hydra” hoping to get the root password. Two password lists were used “rockyou.txt” and 

“password.lst”. Both wordlists successfully found the root password “apple” for the root account, with 

rockyou.txt taking significantly shorter time. See figures 48 & 49. 

 

Figure 48: Root password “apple” found with rockyou.txt wordlist. 

 

Figure 49: Root password “apple” found with password.lst wordlist. 

With the root account credentials being obtained for the .242 host, the investigator used ssh to log into 

the root account as shown in figure 50. 

 

Figure 50: Logged into the root account of 192.168.0.242. 

When the investigator had access to the .242 host “ifconfig” was executed to know the interfaces 

connected to the host. There were no further interfaces connected to this host (see figure 51 on the 

next page). 
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Figure 51: ifconfig output of .242 host. 

 

Figure 52: Route table of .242 host. 

However, to test if this host could access the subnets identified from the VyOS routers, the investigator 

issued a ping command to the 192.168.0.64/27 subnet. Surprisingly, despite the outputs of the ifconfig 

and route table, the 192.168.0.242 host was able to ping this subnet as shown by figure 53. The 

investigator noted this connection for further use in the investigation. 

 

Figure 53: .242 host ping commands to the 192.168.0.64/27 subnet. 

Next, the passwd and shadow files were accessed to find any more accounts. The shadow file had two 

password hashes. One for the “root” account, and another for the “xweb” account (see figure 54). 

 

Figure 54: Shadow file of .242 host. xweb account and password hash. 
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The password hash for the xweb account was copied and placed into a text file “xweb_hash.txt” on the 

kali host. The passwd entry for the xweb account was also copied and placed into a text file. The 

investigator then used “unshadow” to prepare the password for password cracking. This process is 

shown in figure 55. 

 

Figure 55: Unshadowing of the xweb hash. 

“John the ripper” was used to crack the xweb account’s password. The unshadowed xweb hash was 

loaded into John to crack. The password hash was successfully cracked after a little time using the 

wordlist “password.lst” (see figure 56). The investigator now had credentials to another account on 

the .242 host. 

 

Figure 56: John cracking the password hash for the xweb account. Password “pears”. 

After obtaining the credentials, for confirmation the investigator logged into the xweb account of 

the .242 host using ssh. The investigator successfully logged into this account which can be seen in figure 

57 on the next page. No further information was found by the investigator on this account and 

concluded the investigation of the .242 host. 
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Figure 57: Investigator logged into xweb account on the .242 host. 

3.10 SSH TUNNELLING TO 192.168.0.64/27 SUBNET 

From the finding in the previous steps, the investigator knew the .242 host had access to the 

192.168.0.64/27 subnet and began setting up a SSH tunnel to access it from the kali host. However, the 

ssh configuration settings needed to be modified as tunnelling was disabled on the .242 root account 

(see figure 58). 

 

Figure 58: Channel opening failed for root account. 
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The ssh configuration settings were modified and tunnelling enabled, see figure 59. 

 

 

Figure 59: sshd configuration settings modified to allow tunnelling. 

After the changes were made the ssh service was restarted as seen in figure 60. 

 

Figure 60: Restarting ssh service. 

The tunnelling has been enabled and the investigator was able to set up a tun0 interface on the .242 

host (see figure 60 & 61). 

 

 

Figure 60 & 61: tun0 interface set up on .242 host. 

A SSH tunnel was then set up on the 192.168.0.242 host through the tun0 interface and forwarding 

enabled (see figure 62). Further, the investigator needed to enable NAT for the forwarding to be 

complete as it wouldn’t work otherwise. This can be seen in appendix D, which shows the tunnelling not 

working and with NAT enabled the kali host receives the traffic. 

 

 

 

 

Figure 62: Tunnelling set up on 192.168.0.242 host side. 
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Next, tunnelling on the kali host was set up and the route table shows the network was successfully 

added by the investigator (see figure 63). 

 

 

Figure 63: Adding the 192.168.0.64/27 subnet and the route table on kali. 

3.11 NMAP SCAN OF 192.168.0.64/27 SUBNET 

As the investigator now had access to the 192.168.0.64/27 subnet a nmap scan was performed from the 

kali host. A TCP service scan of the 192.168.0.64/27 subnet found only one device in use “192.168.0.66”, 

both with ssh and nfs ports open (see figure 64). The investigator noted the possibility of nfs mounting 

for this host for later in the investigation. For thoroughness, a UDP scan was also performed (see figure 

65). 

 

Figure 64: TCP nmap scan of 192.168.0.64/27 subnet – one host up. 

 

Figure 65: UDP nmap scan of 192.168.0.64/27 subnet. 
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3.12 NFS MOUNTING OF 192.168.0.66 HOST 

Earlier in the investigation the possibility of nfs mounting was found to be possible on the 192.168.0.66 

host, and a “showmount” command showed it had been configured incorrectly allowing root directory 

access (see figure 66). 

 

Figure 66: Root directory listed for showmount of .66 host. 

The investigator created a directory “sixty-six” and mounted the .66 host on the kali host (see figure 67). 

 

Figure 67: .66 host mounted on the kali host through NFS. 

Brute force attacks on the password hashes in the shadow file were unsuccessful therefore the 

investigator turned to planting their own ssh key from the kali machine to get access to the .66 host. A 

ssh key was generated (see figure 68) and a “.ssh” directory created on the .66 mount. The newly 

created ssh was then copied and placed into this .ssh directory (see figure 69). 

 

Figure 68: ssh key generated on the kali host. 

 

Figure 69: Creating .ssh directory and placing ssh key into this directory. 
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The investigator simply had to use ssh to log into the .66 host, and as the kali host is now authenticated 

and permitted a password was not required (see figure 70). 

 

Figure 70: Investigator logged into the root account of 192.168.0.66 host. 

No further hidden subnets or connections were found on this host by the investigator as seen by the 

“ifconfig” output in figure 71. 

 

Figure 71: ifconfig output of 192.168.0.66 host. 

The gateway for this subnet and host was found with a “route” command (figure 72) and the 

investigator updated the subnet table accordingly. 

 

Figure 72: route table of 192.168.0.66 host. 
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3.13 SSH TUNNELLING TO 192.168.0.96/27 SUBNET 

At this stage the only subnet the investigator had not accessed was the 192.168.0.96/27 subnet. Before 

closing the tunnelling of the 192.168.0.64/27 subnet a ping request to the .97 host from the .66 host 

and a reply was received. The investigator set up another ssh tunnel using the tun1 interface 

 

Figure 73: Enabling tunnelling on the .66 host. 

 

Figure 74: tun1 interface set up. 

A SSH tunnel was then set up on the 192.168.0.66 host through the tun1 interface and forwarding 

enabled (see figure 75). Furthermore, the investigator needed to enable NAT for the forwarding to be 

complete as it wouldn’t work otherwise. 

 

 

Figure 75: Tunnelling set up on 192.168.0.242 host side. 

Next, tunnelling on the kali host was set up and the route table shows the subnet was successfully 

added by the investigator (see figure 76 & 77). 

 

Figure 76: Added IP address for tunnelling and tun1 set up. 
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Figure 77: Adding 192.168.0.96/27 subnet and route table on the kali host. 

3.14 NMAP SCAN OF 192.168.0.96/27 

The investigator now had access to the subnet and proceeded with a TCP service scan of all ports on the 

192.168.0.96/27 subnet (see figure 78). The nmap scan found another router on 192.168.0.97 and 

strange ports open on the 192.168.0.98 address. Two of them being 53 and 80, which are web service 

ports. Again, for thoroughness a UDP nmap scan was performed (see figure 79 on the next page). 

 

Figure 78: TCP nmap service scan of 192.168.0.96/27 subnet. 
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Figure 79: UDP nmap scan of 192.168.0.96/27 subnet. 

3.15 VYOS ROUTER 4 

The investigator used telnet to access the router on 192.168.0.97 and discovered a fourth router in use 

on the network. This was discovered using the “ip route” command and the address was 4.4.4.4. Router 

four’s interfaces were also listed by executing “show interfaces”. This helped the investigator in 

mapping out the network diagram. See Appendix C for the findings mentioned. 

3.16 PFSENSE FIREWALL 

The investigator visited the strange host 192.168.0.98 on a web browser Firefox and this was found to 

be a pfSense Firewall (see figure 80 below). The investigator researched the default credentials and 

entered “admin” for the username and “pfsense” for the password and successfully logged in (Netgate, 

2022).  

 

Figure 80: pfSense Firewall login page. 
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The previous admin left the pfsense firewall login as the default credentials and the investigator had 

access to the firewall used on the network and rules could now be modified to give full access to the 

network if desired. See figure 81 for the Firewall dashboard. 

 

Figure 81: pfsense Firewall dashboard. 

On the Firewall, the interfaces were listed which showed even further how the network was set up 

(figure 82). The LAN interface was where the investigator was currently in the network at this stage of 

the investigation, and the DMZ interface was where the 192.168.0.242 machine (which was accessed 

previously in the investigation) was in the network. The investigator updated the network diagram 

accordingly having found more detailed information on how the network was set up. 

 

Figure 82: Interfaces connected to the pfsense Firewall. 

The DMZ Firewall rules were investigated which can be seen on the next page in figure 83. The previous 

admin has configured the Firewall incorrectly. This is seen by the firewall rule disabling access to the 

192.168.0.64/27 subnet then an exception for the 192.168.0.66 host. Should this Firewall rule allowing 

access to .66 host not exist, ssh tunnelling through the network would have been significantly limited. 
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Figure 83: DMZ Firewall rules. 

To access the DMZ interface address, the investigator changed the Firewall rules to allow access to the 

192.168.0.241 address (see figure 84). 

 

Figure 84: DMZ Firewall rules changed to give access to 192.168.0.241 host. 
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Finally, the investigator was able to execute commands using the Firewall’s diagnostics command 

prompt feature. To find the level of access “whoami” was executed showing the user executing the 

commands was root (figure 85). However, as the investigator did not know the files existing on this host, 

he wasn’t able to read any of them. Nonetheless, a determined attacker may find private files by 

guessing filenames using this feature. 

 

Figure 85: Command execution from the firewall – root access. 

3.17 ACCESSING 192.168.0.241/30 HOST 

The investigator simply visited this address in the Firefox web browser and had access due to disabling 

the firewall rules. Instead of using ssh tunnelling to access the Firewall hosted on the 192.168.0.98 

address, the investigator could access the Firewall without any tunnelling. See figure 86 for the .241 

address login page. 

 

 

 

 

 

 

 

Figure 86: pfsense Firewall accessed from 192.168.0.241 address. 
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3.18 ACCESSING 192.168.0.232/30 SUBNET 

The already existing ssh tunnelling connection was used to access the 192.168.0.232/30 subnet to 

access the WAN interface host address (see figure 87).  

 

Figure 87: 192.168.0.232/30 subnet added. 

3.19 NMAP SCAN OF 192.168.0.232/30 SUBNET 

A TCP service scan of the 192.168.0.232/30 subnet discovered two host addresses up (figure 88). One 

being the Firewall as expected on the 192.168.0.234 address and a host discovered as a router on the 

192.168.0.233 address. The router was router three and the output can be found in Appendix C. For 

thoroughness, a UDP service scan was also performed (figure 89). 

 

Figure 88: TCP nmap service scan of 192.168.0.232/30 subnet. 

 

Figure 89: UDP nmap service scan of 192.168.0.232/30 subnet. 
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3.20 ACCESSING 192.168.0.234/30 HOST 

The investigator simply visited this address in the Firefox web browser and the pfsense Firewall login 

page displayed (see figure 90). Ssh tunnelling would be necessary to access this address unlike the 

192.168.0.241 address. 

 

Figure 90: pfsense Firewall accessed from 192.168.0.234 address. 

The investigator had now successfully accessed all the devices discovered and this concluded the 

network mapping of the ACME .inc network. 
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4 SECURITY WEAKNESSES & COUNTERMEASURES 

4.1 VYOS ROUTERS 

All the VyOS routers used on the network had default credentials of “vyos” for the username and 

password. Accessing the VyOS routers played a significant role in helping the investigator map the 

network. If a potential attacker is blocked in mapping the network through the routers, it will be very 

difficult to compromise the entire network. 

Countermeasures 

Change the default credentials to all VyOS routers to a secure password with letters, special characters, 

and numbers such as “WindPolitics7$”. Steps to change the password are shown below, as per the 

support post from vyos themselves (Eshenko, 2019). 

 

4.2 NFS 

The host 192.168.0.210 and 192.168.0.66 had NFS configured incorrectly allowing mounting of the root 

directory. 

Countermeasures 

The current NFS configuration of the 192.168.0.210 and 192.168.0.66 host is shown on the next page in 

the /etc/exports files.  
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Figure 91: Current NFS configuration of 192.168.0.210 and 192.168.0.66. 

Specifying the directory to mount the NFS share will block full access to the host’s files. 

 

Figure 92: Specifying directory to mount only on xadmin directory. 

Furthermore, the no_root_squash is not recommended to use as it’s highly insecure. Instead, 

no_subtree_check should be implemented as seen in figures 93 & 94.  

 

Figure 93: Adding no_subtree_check. 
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Figure 94: Adding no_subtree_check. 

4.3 WEAK PASSWORDS AND PASSWORD REUSE 

Very weak passwords were used across the network which allowed for ssh brute forcing with password 

wordlists. Moreover, passwords were reused across the network such as the hosts 192.168.0.210 and 

192.168.0.34.  

Countermeasures 

Like the VyOS routers, a unique password with letters, special characters, and numbers should be made  

for each host such as the previous example shown. Passwords can be changed using the “sudo passwd 

(username)” command which has been used throughout this network investigation too. The investigator 

highly advises against ever reusing a password on the network. Each password created should be unique 

to each host. 

4.4 PFSENSE FIREWALL 

Previously in this report, it was mentioned that the firewall rules were improperly configured allowing 

access to the 192.168.0.66 host although a rule to block the 192.168.0.64 subnet was created.  Also, the 

default login credentials were used for the pfSense firewall. 

Countermeasures 

If ACME Inc. intend to separate the 192.168.0.64 subnet from the 192.168.0.242 host, the 192.168.0.66 

host rule exception should be removed from the firewall. This will sever the current connection from 

the .66 host and.242 host. The login password for the pfSense Firewall should be changed from the 

default “pfsense”. A strong password example is shown previously. 

4.5 SCANNING 172.16.221.237 WEB SERVER 

During the mapping of the network a web server was discovered on the address 172.16.221.237. The 

investigator ran a “dirbuster” scan against it to discover hidden directories (see figure 95 on the next 

page). 
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Figure 95: Dirbuster scan started against the web server. 

One of the directories found was titled “wp-login” which indicates a WordPress login page (see figure 

96). For the full Dirbuster scan discoveries see Appendix E. 

 

Figure 96: Login page discovered. 

The investigator visited the “/wordpress” directory and WordPress was confirmed to be running on this 

web server. A website named “MrBlobby” was being hosted on this web server, however with no 

content made yet. See figure Appendix F, figure 1. 

The login page was then accessed and confirmed again to be on the website. See Appendix F, figure 2. 

Given this information the investigator identified a new target on the network and began testing it for 

any security issues. On the WordPress login page, the username “admin” was entered with a random 

password to test the existence of an admin user. The error response from WordPress confirmed the 

admin user existed and can be seen on the next page, in figure 97. 
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Figure 97: admin as username entered – error confirms its existence. 

4.6 BRUTE FORCE ATTACK ON WORDPRESS LOGIN 

The investigator had a valid username to test and switched to brute forcing the password using 

WordPress scanning and brute force tool “WPScan”. The username “admin” and password wordlist 

“rockyou.txt” was used for the brute force attack (see figure 98). 

Figure 98: WPScan attack started against the web server. 

The investigator successfully found a password “zxc123” for the admin account. See figure 99 on the 

next page for the result. 
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Figure 99: admin password discovered zxc123. 

The investigator then used these credentials to log into the admin account of the WordPress site (see 

figure 100). 

 

Figure 100: Investigator logged into admin account. 

In the Users section the investigator discovered an email address used on the admin account (see figure 

101). The investigator assumed Noel to be the previous admin. An attacker could possibly use this found 

email to do further damage on the network such as taking over Noel’s work account or other staff’s 

accounts through phishing attacks for example. 

 

Figure 101: Email address of the admin user. 
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4.7 REVERSE SHELL ON THE 172.16.221.237 WEB SERVER 

The investigator had admin access to the website and to access the web server itself, Pentestmonkey’s 

PHP reverse shell (Pentestmonkey, 2015) was copied and pasted into the 404 template of the 

WordPress “Twenty Eleven” theme. The template before modification is seen in Appendix F, figure 3.  

The reverse shell was modified, and the IP address changed to the 192.168.0.210 host and the port to 

443. This can be seen in figure 102 at the comments “ // Change this”. The investigator found the 

reverse shell was unable to work with the kali host 192.168.0.200. 

 

Figure 102: PHP reverse shell changed by the investigator to point towards .210 host. 

The investigator visited the 404.php page to activate the PHP reverse shell, and a reverse shell was 

successfully opened on the 192.168.0.210 host (see figure 103 & 104).  

Figure 103: Reverse shell successfully opened. 
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Figure 104: Reverse shell successfully opened on .210 host side. 

 

Figure 105: Shell running as www-data user. 

The investigator spawned a tty shell using python (Peleus, 2022) as the shell didn’t have a terminal. 

 

Figure 106: tty shell successfully spawned  - no error. 

The investigator found a user “user” in the “home” directory and their Desktop contained an untitled 

document (see figure 107). Upon opening, it contained a username “admin” and password “ubuntu99” 

which can be seen in figure 108. However the investigator was unable to find where the credentials are 

used. It’s possible they are old credentials to the WordPress login page. 

 

Figure 107: contents of the “home/user” directory. 

 

Figure 108: “Untitled Document 1” containing the credentials. 

4.8 ROOT SHELL ON THE 172.16.221.237 WEB SERVER 

The investigator attempted to elevate the privileges using common privilege escalation methods but to 

no avail. However, the user account “user” that was found in the previous step underwent password 

guessing. After multiple attempts, the investigator successfully guessed the password as “user”. See 

figure 109 on the next page. 
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Figure 109: “user” account’s password successfully guessed as “user”. 

Having access to the user account, the investigator searched the files and came across a “wordpress” 

directory (see figure 110). When this directory was accessed, configuration files were discovered. Once 

opened, the database credentials were stored in the “config-172.16.221.237.php” file (see figure 111). 

 

Figure 110: wordpress directories discovered on the user account. 

 

Figure 111: Database credentials discovered in configuration file. 
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Finally, to access the root user of 172.16.221.237 the same method was used as seen in the network 

mapping: “sudo su” successfully logged the investigator into the root account (see figure 112). However, 

no interesting files were stored on the root account. The root password was also changed to “apple” 

(see figure 113). The investigator now had full access to the 172.16.221.237 web server and concluded 

the security test. 

 

Figure 112: Investigator accessing root account on the web server. 

 

Figure 113: Root password changed for web server. 

 

Countermeasures for 172.16.221.237 web server 

The investigator advises ACME Inc. to update the wordpress version used on the web server to the most 

current version. Steps how to do this can be seen in the following WordPress help document 

(https://wordpress.org/support/article/updating-wordpress/). The web server is currently using version 

3.3.1 which is very outdated and has severe security issues (wpscan.com, 2022).The website cited are all 

the 42 vulnerabilities currently existing on the 3.3.1 version of WordPress. 

The admin password should be changed to a more secure and unique one with letters, special 

characters, and numbers.  An example would be “WindPolitics7$”. The simple common password 

“zxc123” used by the old admin is what started the security risk for this web server and led to the 

investigator getting root access. 

 

Figure 114: Admin profile located at top right of WordPress dashboard. 

https://wordpress.org/support/article/updating-wordpress/
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Figure 115: Changing password for the admin user 

For even more security, a new unique user should be created and the “admin” user deleted (see figure 

116) as usernames cannot be changed. This will prevent an easy attack on the login page by an attacker 

guessing “admin” like the investigator. The new unique user can be given administrator privileges as 

seen in figure 117. 

 

Figure 116: User’s tab located at the side panels on the WordPress dashboard. 

 

Figure 117: Adding a new user with Administrator role. 

On the web server itself, if an attacker happens to get access despite the previous countermeasures, the 

user account “user” password should also be changed. Passwords can be changed using the “sudo 

passwd (username)” command. Having the password the same as the username is very insecure. The 

investigator would not have been able to get root access had the password been unique and secure. 
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5 NETWORK DESIGN CRITICAL EVALUATION 
Overall, the ACME Inc. network is very vulnerable. If the network is left as is without any changes an 

attacker could compromise the entire network. However, the firewall behind router 4 was a good 

addition to the network. The investigator was unaware of its existence until very late in the 

investigation. Also, there was good use of the /30 subnets for host allocation. 

However, the investigator has some suggestions on how to improve the network design. 

Router topology 

The routers on the network are all connected in a bus topology meaning that all routers are connected 

in a linear fashion, as seen in the network diagram in the beginning of this report.  Although this may be 

cheap it sets up the network for failure in future. For example, if router two suddenly goes down and 

router three wanted to contact router one this is simply not possible anymore due to the connection 

being severed with router two’s outage. The entire network will begin to fail. 

Instead, the routers should be set up in a mesh topology. It’s reliable and if one router fails, the network 

will continue to operate until the router can be fixed. The only downside to implementing a mesh 

topology is the cost. However, the cost is worth it for a more reliable network. 

An example mesh topology with the routers is shown below in figure 118. 

Figure 118: Network diagram with mesh topology of routers implemented. 
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Improve host allocation for /27 subnets 

Throughout the network mapping no more than two hosts were found to be on any one /27 subnet. This 

is horribly inefficient network design. The only case this is acceptable is if ACME Inc. intends to expand 

the network to use up all 30 hosts on each subnet. 

However, if the network will not be expanded and only a handful of hosts are needed for each subnet a 

better CIDR range would be /29 which is a subnet mask of 255.255.255.248. This subnet allows for up to 

6 hosts per subnet. Given the current network design, this would be an ideal subnet. 

Unused Subnet 

The investigator noticed that the network does not make use of the 192.168.0.160/27 subnet. This is 

strange to skip when creating the network, but not an issue. In the future this subnet should be filled as 

it’s wasting hosts from 192.168.0.161-192.168.0.190. 

5.1 CONCLUSION 

The investigator feels that the network was mapped and vulnerabilities discovered to the best of their 

ability. The biggest security issue in the network is weak, default and reused passwords. Countermeasures 

and improvements mentioned in this report are highly advised to be implemented as soon as possible as 

the network is currently vulnerable and insecure. 
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APPENDICES 

APPENDIX A – SUBNET CALCULATIONS 

192.168.0.32->192.168.0.223/27 

As this subnet has a /27 CIDR it shows that the mask 255.255.255.224 is being used. 

There are 5 remaining host bits in this subnet mask. 

The investigator converted this subnet mask into an IP range as follows: 

25 - 2= 30 usable hosts 

The two hosts removed are the network and broadcast address. Giving the first IP subnet range 

192.168.0.33->192.168.0.62. 

192.168.0.224/30 

As this subnet has a /30 CIDR this shows that the mask 255.255.255.252 is being used. 

There are 2 remaining host bits in this subnet mask. 

The investigator converted this subnet mask into an IP range as follows: 

22-2= 2 usable hosts. 

The two hosts removed are the network and broadcast address. Giving the first IP subnet range 

192.168.0.225->192.168.0.226. 

172.16.221.0/24 

As this subnet has a /24 CIDR this shows that the mask 255.255.255.0 is being used. 

There are 8 remaining host bits in this subnet mask. 

The investigator converted this subnet mask into an IP range as follows: 

28 - 2 = 254 usable hosts 

The two hosts removed are the network and broadcast address. Giving the IP subnet range 

172.16.221.1->254. 

13.13.13.0/24 

As this subnet has a /24 CIDR this shows that the mask 255.255.255.0 is being used. There are 8 

remaining host bits in this subnet mask. 

The investigator converted this subnet mask into an IP range as follows: 

28 - 2 = 254 usable hosts. The two hosts removed are the network and broadcast address. Giving the IP 

subnet range 13.13.13.1>254. 
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APPENDIX B – NMAP SCANS 

TCP Scan 192.168.0.* subnets 

root@kali:~# nmap -sS -sV -p- 192.168.0.0/24 
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-23 00:30 EST 
Nmap scan report for 192.168.0.33 
Host is up (0.0018s latency). 
Not shown: 65532 closed ports 
PORT    STATE SERVICE    VERSION 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; Device: router 
 
Nmap scan report for 192.168.0.34 
Host is up (0.0024s latency). 
Not shown: 65527 closed ports 
PORT      STATE SERVICE  VERSION 
22/tcp    open  ssh      OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0) 
111/tcp   open  rpcbind  2-4 (RPC #100000) 
2049/tcp  open  nfs_acl  2-3 (RPC #100227) 
43014/tcp open  mountd   1-3 (RPC #100005) 
45028/tcp open  status   1 (RPC #100024) 
52015/tcp open  mountd   1-3 (RPC #100005) 
55605/tcp open  mountd   1-3 (RPC #100005) 
60331/tcp open  nlockmgr 1-4 (RPC #100021) 
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel 
 
Nmap scan report for 192.168.0.129 
Host is up (0.0025s latency). 
Not shown: 65532 closed ports 
PORT    STATE SERVICE    VERSION 
23/tcp  open  telnet     VyOS telnetd 1.14.0 or later 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; Device: router 
 
Nmap scan report for 192.168.0.130 
Host is up (0.0027s latency). 
Not shown: 65527 closed ports 
PORT      STATE SERVICE  VERSION 
22/tcp    open  ssh      OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0) 
111/tcp   open  rpcbind  2-4 (RPC #100000) 
2049/tcp  open  nfs_acl  2-3 (RPC #100227) 
39646/tcp open  nlockmgr 1-4 (RPC #100021) 
45588/tcp open  mountd   1-3 (RPC #100005) 
45649/tcp open  mountd   1-3 (RPC #100005) 
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56006/tcp open  mountd   1-3 (RPC #100005) 
58409/tcp open  status   1 (RPC #100024) 
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel 
 
Nmap scan report for 192.168.0.225 
Host is up (0.00091s latency). 
Not shown: 65531 closed ports 
PORT    STATE SERVICE    VERSION 
22/tcp  open  ssh        OpenSSH 5.5p1 Debian 6+squeeze8 (protocol 2.0) 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; OS: Linux; Device: router; CPE: cpe:/o:linux:linux_kernel 
 
Nmap scan report for 192.168.0.226 
Host is up (0.0022s latency). 
Not shown: 65532 closed ports 
PORT    STATE SERVICE    VERSION 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; Device: router 
 
Nmap scan report for 192.168.0.229 
Host is up (0.0020s latency). 
Not shown: 65532 closed ports 
PORT    STATE SERVICE    VERSION 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; Device: router 
 
Nmap scan report for 192.168.0.230 
Host is up (0.0027s latency). 
Not shown: 65532 closed ports 
PORT    STATE SERVICE    VERSION 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; Device: router 
 
Nmap scan report for 192.168.0.233 
Host is up (0.0024s latency). 
Not shown: 65532 closed ports 
PORT    STATE SERVICE    VERSION 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
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Service Info: Host: vyos; Device: router 
 
Nmap scan report for 192.168.0.242 
Host is up (0.0021s latency). 
Not shown: 65531 closed ports 
PORT      STATE SERVICE VERSION 
22/tcp    open  ssh     OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0) 
80/tcp    open  http    Apache httpd 2.4.10 ((Unix)) 
111/tcp   open  rpcbind 2-4 (RPC #100000) 
40133/tcp open  status  1 (RPC #100024) 
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel 
 
Nmap scan report for 192.168.0.193 
Host is up (0.00091s latency). 
Not shown: 65531 closed ports 
PORT    STATE SERVICE    VERSION 
22/tcp  open  ssh        OpenSSH 5.5p1 Debian 6+squeeze8 (protocol 2.0) 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
MAC Address: 00:15:5D:00:04:05 (Microsoft) 
Service Info: Host: vyos; OS: Linux; Device: router; CPE: cpe:/o:linux:linux_kernel 
 
Nmap scan report for 192.168.0.210 
Host is up (0.00049s latency). 
Not shown: 65527 closed ports 
PORT      STATE SERVICE  VERSION 
22/tcp    open  ssh      OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0) 
111/tcp   open  rpcbind  2-4 (RPC #100000) 
2049/tcp  open  nfs_acl  2-3 (RPC #100227) 
33141/tcp open  status   1 (RPC #100024) 
38491/tcp open  nlockmgr 1-4 (RPC #100021) 
45730/tcp open  mountd   1-3 (RPC #100005) 
46063/tcp open  mountd   1-3 (RPC #100005) 
46084/tcp open  mountd   1-3 (RPC #100005) 
MAC Address: 00:15:5D:00:04:04 (Microsoft) 
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel 
 
Nmap scan report for 192.168.0.200 
Host is up (0.0000060s latency). 
Not shown: 65533 closed ports 
PORT     STATE SERVICE       VERSION 
22/tcp   open  ssh           OpenSSH 8.1p1 Debian 1 (protocol 2.0) 
3389/tcp open  ms-wbt-server xrdp 
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 256 IP addresses (14 hosts up) scanned in 282.53 seconds 
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UDP Scan 192.168.0* subnets 
root@kali:~# nmap -sU 192.168.0.0/24 
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-24 16:10 EST 
Warning: 192.168.0.226 giving up on port because retransmission cap hit (10). 
Nmap scan report for 192.168.0.33 
Host is up (0.0011s latency). 
Not shown: 948 closed ports, 50 open|filtered ports 
PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
 
Nmap scan report for 192.168.0.34 
Host is up (0.0019s latency). 
Not shown: 995 closed ports 
PORT     STATE         SERVICE 
111/udp  open          rpcbind 
631/udp  open|filtered ipp 
1013/udp open|filtered unknown 
2049/udp open          nfs 
5353/udp open          zeroconf 
 
Nmap scan report for 192.168.0.129 
Host is up (0.0014s latency). 
Not shown: 913 closed ports, 85 open|filtered ports 
PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
 
Nmap scan report for 192.168.0.130 
Host is up (0.0020s latency). 
Not shown: 996 closed ports 
PORT     STATE         SERVICE 
111/udp  open          rpcbind 
631/udp  open|filtered ipp 
2049/udp open          nfs 
5353/udp open          zeroconf 
 
Nmap scan report for 192.168.0.225 
Host is up (0.00088s latency). 
Not shown: 998 closed ports 
PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
 
Nmap scan report for 192.168.0.226 
Host is up (0.0012s latency). 
Not shown: 903 closed ports, 95 open|filtered ports 
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PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
 
Nmap scan report for 192.168.0.229 
Host is up (0.0013s latency). 
Not shown: 914 closed ports, 84 open|filtered ports 
PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
 
Nmap scan report for 192.168.0.230 
Host is up (0.0016s latency). 
Not shown: 795 closed ports, 203 open|filtered ports 
PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
 
Nmap scan report for 192.168.0.233 
Host is up (0.0017s latency). 
Not shown: 998 closed ports 
PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
 
Nmap scan report for 192.168.0.242 
Host is up (0.0022s latency). 
Not shown: 996 closed ports 
PORT     STATE         SERVICE 
111/udp  open          rpcbind 
631/udp  open|filtered ipp 
1023/udp open|filtered unknown 
5353/udp open          zeroconf 
 
Nmap scan report for 192.168.0.193 
Host is up (0.00056s latency). 
Not shown: 998 closed ports 
PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
MAC Address: 00:15:5D:00:04:05 (Microsoft) 
 
Nmap scan report for 192.168.0.210 
Host is up (0.00053s latency). 
Not shown: 996 closed ports 
PORT     STATE         SERVICE 
111/udp  open          rpcbind 
631/udp  open|filtered ipp 
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2049/udp open          nfs 
5353/udp open          zeroconf 
MAC Address: 00:15:5D:00:04:04 (Microsoft) 
 
Nmap scan report for 192.168.0.200 
Host is up (0.0000070s latency). 
All 1000 scanned ports on 192.168.0.200 are closed 
Nmap done: 256 IP addresses (14 hosts up) scanned in 4236.11 seconds 
 
Nmap –script=vuln scan 192.168.0.* subnets 
root@kali:~# nmap --script=vuln 192.168.0.0/24 
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-24 17:42 EST 
Pre-scan script results: 
| broadcast-avahi-dos:  
|   Discovered hosts: 
|     224.0.0.251 
|   After NULL UDP avahi packet DoS (CVE-2011-1002). 
|_  Hosts are all up (not vulnerable). 
Nmap scan report for 192.168.0.33 
Host is up (0.0032s latency). 
Not shown: 997 closed ports 
PORT    STATE SERVICE 
23/tcp  open  telnet 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
80/tcp  open  http 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
| http-enum:  
|   /cgi-bin/: Potentially interesting folder w/ directory listing 
|_  /images/: Potentially interesting folder w/ directory listing 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
443/tcp open  https 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug) 
|_sslv2-drown:  
 
Nmap scan report for 192.168.0.34 
Host is up (0.0034s latency). 
Not shown: 997 closed ports 
PORT     STATE SERVICE 
22/tcp   open  ssh 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
111/tcp  open  rpcbind 
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|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
2049/tcp open  nfs 
|_clamav-exec: ERROR: Script execution failed (use -d to debug)                                                                                                                                                                             
                                                                                                                                                                                                                                            
Nmap scan report for 192.168.0.129                                                                                                                                                                                                          
Host is up (0.0036s latency).                                                                                                                                                                                                               
Not shown: 997 closed ports                                                                                                                                                                                                                 
PORT    STATE SERVICE                                                                                                                                                                                                                       
23/tcp  open  telnet                                                                                                                                                                                                                        
|_clamav-exec: ERROR: Script execution failed (use -d to debug)                                                                                                                                                                             
80/tcp  open  http                                                                                                                                                                                                                          
|_clamav-exec: ERROR: Script execution failed (use -d to debug)                                                                                                                                                                             
|_http-csrf: Couldn't find any CSRF vulnerabilities.                                                                                                                                                                                        
|_http-dombased-xss: Couldn't find any DOM based XSS.                                                                                                                                                                                       
| http-enum:                                                                                                                                                                                                                                
|   /cgi-bin/: Potentially interesting folder w/ directory listing                                                                                                                                                                          
|_  /images/: Potentially interesting folder w/ directory listing                                                                                                                                                                           
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.                                                                                                                                                                            
443/tcp open  https                                                                                                                                                                                                                         
|_clamav-exec: ERROR: Script execution failed (use -d to debug)                                                                                                                                                                             
|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug)                                                                                                                                                                       
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug) 
|_sslv2-drown:  
 
Nmap scan report for 192.168.0.130 
Host is up (0.0039s latency). 
Not shown: 997 closed ports 
PORT     STATE SERVICE 
22/tcp   open  ssh 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
111/tcp  open  rpcbind 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
2049/tcp open  nfs 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
 
Nmap scan report for 192.168.0.225 
Host is up (0.0016s latency). 
Not shown: 996 closed ports 
PORT    STATE SERVICE 
22/tcp  open  ssh 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
23/tcp  open  telnet 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
80/tcp  open  http 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
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|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
| http-enum:  
|   /cgi-bin/: Potentially interesting folder w/ directory listing 
|_  /images/: Potentially interesting folder w/ directory listing 
| http-slowloris-check:  
|   VULNERABLE: 
|   Slowloris DOS attack 
|     State: LIKELY VULNERABLE 
|     IDs:  CVE:CVE-2007-6750 
|       Slowloris tries to keep many connections to the target web server open and hold 
|       them open as long as possible.  It accomplishes this by opening connections to 
|       the target web server and sending a partial request. By doing so, it starves 
|       the http server's resources causing Denial Of Service. 
|        
|     Disclosure date: 2009-09-17 
|     References: 
|       https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750 
|_      http://ha.ckers.org/slowloris/ 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
443/tcp open  https 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug) 
|_sslv2-drown:  
 
 
Nmap scan report for 192.168.0.226 
Host is up (0.0032s latency). 
Not shown: 997 closed ports 
PORT    STATE SERVICE 
23/tcp  open  telnet 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
80/tcp  open  http 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
| http-enum:  
|   /cgi-bin/: Potentially interesting folder w/ directory listing 
|_  /images/: Potentially interesting folder w/ directory listing 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
443/tcp open  https 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
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|_http-dombased-xss: Couldn't find any DOM based XSS. 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug) 
|_sslv2-drown:  
 
Nmap scan report for 192.168.0.229 
Host is up (0.0031s latency). 
Not shown: 997 closed ports 
PORT    STATE SERVICE 
23/tcp  open  telnet 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
80/tcp  open  http 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
| http-enum:  
|   /cgi-bin/: Potentially interesting folder w/ directory listing 
|_  /images/: Potentially interesting folder w/ directory listing 
| http-slowloris-check:  
|   VULNERABLE: 
|   Slowloris DOS attack 
|     State: LIKELY VULNERABLE 
|     IDs:  CVE:CVE-2007-6750 
|       Slowloris tries to keep many connections to the target web server open and hold 
|       them open as long as possible.  It accomplishes this by opening connections to 
|       the target web server and sending a partial request. By doing so, it starves 
|       the http server's resources causing Denial Of Service. 
|        
|     Disclosure date: 2009-09-17 
|     References: 
|       https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750 
|_      http://ha.ckers.org/slowloris/ 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
443/tcp open  https 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug) 
|_sslv2-drown:  
 
Nmap scan report for 192.168.0.230 
Host is up (0.0036s latency). 
Not shown: 997 closed ports 
PORT    STATE SERVICE 
23/tcp  open  telnet 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
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80/tcp  open  http 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
| http-enum:  
|   /cgi-bin/: Potentially interesting folder w/ directory listing 
|_  /images/: Potentially interesting folder w/ directory listing 
| http-slowloris-check:  
|   VULNERABLE: 
|   Slowloris DOS attack 
|     State: LIKELY VULNERABLE 
|     IDs:  CVE:CVE-2007-6750 
|       Slowloris tries to keep many connections to the target web server open and hold 
|       them open as long as possible.  It accomplishes this by opening connections to 
|       the target web server and sending a partial request. By doing so, it starves 
|       the http server's resources causing Denial Of Service. 
|        
|     Disclosure date: 2009-09-17 
|     References: 
|       https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750 
|_      http://ha.ckers.org/slowloris/ 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
443/tcp open  https 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug) 
|_sslv2-drown:  
 
Nmap scan report for 192.168.0.233 
Host is up (0.0037s latency). 
Not shown: 997 closed ports 
PORT    STATE SERVICE 
23/tcp  open  telnet 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
80/tcp  open  http 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
| http-enum:  
|   /cgi-bin/: Potentially interesting folder w/ directory listing 
|_  /images/: Potentially interesting folder w/ directory listing 
| http-slowloris-check:  
|   VULNERABLE: 
|   Slowloris DOS attack 
|     State: LIKELY VULNERABLE 
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|     IDs:  CVE:CVE-2007-6750 
|       Slowloris tries to keep many connections to the target web server open and hold 
|       them open as long as possible.  It accomplishes this by opening connections to 
|       the target web server and sending a partial request. By doing so, it starves 
|       the http server's resources causing Denial Of Service. 
|        
|     Disclosure date: 2009-09-17 
|     References: 
|       https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750 
|_      http://ha.ckers.org/slowloris/ 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
443/tcp open  https 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug) 
|_sslv2-drown:  
 
Nmap scan report for 192.168.0.242 
Host is up (0.0042s latency). 
Not shown: 997 closed ports 
PORT    STATE SERVICE 
22/tcp  open  ssh 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
80/tcp  open  http 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
| http-enum:  
|   /css/: Potentially interesting folder w/ directory listing 
|_  /js/: Potentially interesting folder w/ directory listing 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-trace: TRACE is enabled 
111/tcp open  rpcbind 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
 
Nmap scan report for 192.168.0.193 
Host is up (0.00083s latency). 
Not shown: 996 closed ports 
PORT    STATE SERVICE 
22/tcp  open  ssh 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
23/tcp  open  telnet 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
80/tcp  open  http 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
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|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
| http-enum:  
|   /cgi-bin/: Potentially interesting folder w/ directory listing 
|_  /images/: Potentially interesting folder w/ directory listing 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
443/tcp open  https 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug) 
|_http-csrf: Couldn't find any CSRF vulnerabilities. 
|_http-dombased-xss: Couldn't find any DOM based XSS. 
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities. 
|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug) 
|_sslv2-drown:  
MAC Address: 00:15:5D:00:04:05 (Microsoft) 
 
Nmap scan report for 192.168.0.210 
Host is up (0.00064s latency). 
Not shown: 997 closed ports 
PORT     STATE SERVICE 
22/tcp   open  ssh 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
111/tcp  open  rpcbind 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
2049/tcp open  nfs 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
MAC Address: 00:15:5D:00:04:04 (Microsoft) 
 
Nmap scan report for 192.168.0.200 
Host is up (0.0000060s latency). 
Not shown: 998 closed ports 
PORT     STATE SERVICE 
22/tcp   open  ssh 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
3389/tcp open  ms-wbt-server 
|_clamav-exec: ERROR: Script execution failed (use -d to debug) 
|_rdp-vuln-ms12-020: ERROR: Script execution failed (use -d to debug) 
|_ssl-ccs-injection: No reply from server (TIMEOUT) 
|_sslv2-drown:  
 
Nmap done: 256 IP addresses (14 hosts up) scanned in 722.23 seconds 
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TCP scan 192.168.0.64/27 subnet 
root@kali:~# nmap -sV -p- 192.168.0.64/27 
Starting Nmap 7.80 ( https://nmap.org ) at 2022-01-01 15:55 EST 
Nmap scan report for 192.168.0.66 
Host is up (0.014s latency). 
Not shown: 65527 closed ports 
PORT      STATE SERVICE  VERSION 
22/tcp    open  ssh      OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0) 
111/tcp   open  rpcbind  2-4 (RPC #100000) 
2049/tcp  open  nfs_acl  2-3 (RPC #100227) 
39124/tcp open  status   1 (RPC #100024) 
40320/tcp open  mountd   1-3 (RPC #100005) 
44088/tcp open  nlockmgr 1-4 (RPC #100021) 
46905/tcp open  mountd   1-3 (RPC #100005) 
53370/tcp open  mountd   1-3 (RPC #100005) 
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 32 IP addresses (1 host up) scanned in 63.50 seconds 
 
UDP scan of 192.168.0.64/27 subnet 
root@kali:~# nmap -sU 192.168.0.64/27 
Starting Nmap 7.80 ( https://nmap.org ) at 2022-01-01 18:19 EST 
Stats: 0:06:45 elapsed; 31 hosts completed (1 up), 1 undergoing UDP Scan 
UDP Scan Timing: About 38.18% done; ETC: 18:36 (0:10:31 remaining) 
Nmap scan report for 192.168.0.66 
Host is up (0.0037s latency). 
Not shown: 996 closed ports 
PORT     STATE         SERVICE 
111/udp  open          rpcbind 
631/udp  open|filtered ipp 
2049/udp open          nfs 
5353/udp open          zeroconf 
 
Nmap done: 32 IP addresses (1 host up) scanned in 1098.71 seconds 
 
TCP scan 192.168.0.232/30 subnet 
Starting Nmap 7.80 ( https://nmap.org ) at 2022-01-01 15:41 EST 
Nmap scan report for 192.168.0.233 
Host is up (0.0030s latency). 
Not shown: 65532 closed ports 
PORT    STATE SERVICE    VERSION 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; Device: router 
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Nmap scan report for 192.168.0.234 
Host is up (0.0030s latency). 
Not shown: 65530 filtered ports 
PORT     STATE SERVICE VERSION 
53/tcp   open  domain  (generic dns response: NOTIMP) 
80/tcp   open  http    nginx 
2601/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
2604/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
2605/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
1 service unrecognized despite returning data. If you know the service/version, please submit the 
following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service : 
SF-Port53-TCP:V=7.80%I=7%D=1/1%Time=61D0BDBD%P=x86_64-pc-linux-gnu%r(DNSVe 
SF:rsionBindReqTCP,20,"\0\x1e\0\x06\x81\x85\0\x01\0\0\0\0\0\0\x07version\x 
SF:04bind\0\0\x10\0\x03")%r(DNSStatusRequestTCP,E,"\0\x0c\0\0\x90\x04\0\0\ 
SF:0\0\0\0\0\0"); 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 4 IP addresses (2 hosts up) scanned in 313.23 seconds 
 
UDP scan 192.168.0.232/30 subnet 
root@kali:~# nmap -sU 192.168.0.232/30 
Starting Nmap 7.80 ( https://nmap.org ) at 2022-01-01 16:37 EST 
Stats: 0:07:55 elapsed; 2 hosts completed (2 up), 2 undergoing UDP Scan 
UDP Scan Timing: About 72.62% done; ETC: 16:48 (0:02:54 remaining) 
Nmap scan report for 192.168.0.233 
Host is up (0.0032s latency). 
Not shown: 996 closed ports 
PORT      STATE         SERVICE 
123/udp   open          ntp 
161/udp   open          snmp 
16919/udp open|filtered unknown 
17490/udp open|filtered unknown 
 
Nmap scan report for 192.168.0.234 
Host is up (0.0041s latency). 
Not shown: 998 open|filtered ports 
PORT    STATE SERVICE 
53/udp  open  domain 
123/udp open  ntp 
 
Nmap done: 4 IP addresses (2 hosts up) scanned in 1153.37 seconds 
 
TCP scan 192.168.0.96/27 subnet 
root@kali:~# nmap -sV -p- 192.168.0.96/27 
Starting Nmap 7.80 ( https://nmap.org ) at 2022-01-01 17:26 EST 
Nmap scan report for 192.168.0.97 
Host is up (0.0062s latency). 
Not shown: 65532 closed ports 
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PORT    STATE SERVICE    VERSION 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; Device: router 
 
Nmap scan report for 192.168.0.98 
Host is up (0.0065s latency). 
Not shown: 65530 filtered ports 
PORT     STATE SERVICE VERSION 
53/tcp   open  domain  (generic dns response: REFUSED) 
80/tcp   open  http    nginx 
2601/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
2604/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
2605/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
1 service unrecognized despite returning data. If you know the service/version, please submit the 
following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service : 
SF-Port53-TCP:V=7.80%I=7%D=1/1%Time=61D0D594%P=x86_64-pc-linux-gnu%r(DNSVe 
SF:rsionBindReqTCP,E,"\0\x0c\0\x06\x81\x05\0\0\0\0\0\0\0\0")%r(DNSStatusRe 
SF:questTCP,E,"\0\x0c\0\0\x90\x05\0\0\0\0\0\0\0\0"); 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 32 IP addresses (2 hosts up) scanned in 145.17 seconds 
 
UDP scan 192.168.0.96/27 subnet 
root@kali:~# nmap -sU 192.168.0.96/27 
Starting Nmap 7.80 ( https://nmap.org ) at 2022-01-01 18:04 EST 
Nmap scan report for 192.168.0.97 
Host is up (0.0043s latency). 
Not shown: 998 closed ports 
PORT    STATE SERVICE 
123/udp open  ntp 
161/udp open  snmp 
 
Nmap scan report for 192.168.0.98 
Host is up (0.0055s latency). 
Not shown: 998 open|filtered ports 
PORT    STATE SERVICE 
53/udp  open  domain 
123/udp open  ntp 
 
Nmap done: 32 IP addresses (2 hosts up) scanned in 1096.96 seconds 
 
TCP scan of 192.168.0.241 
root@kali:~# nmap -sV -p- 192.168.0.241 
Starting Nmap 7.80 ( https://nmap.org ) at 2022-01-01 17:57 EST 
Nmap scan report for 192.168.0.241 
Host is up (0.0033s latency). 



68 | P a g e  
 

Not shown: 65530 filtered ports 
PORT     STATE SERVICE VERSION 
53/tcp   open  domain  (generic dns response: NOTIMP) 
80/tcp   open  http    nginx 
2601/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
2604/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
2605/tcp open  quagga  Quagga routing software 1.2.1 (Derivative of GNU Zebra) 
1 service unrecognized despite returning data. If you know the service/version, please submit the 
following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service : 
SF-Port53-TCP:V=7.80%I=7%D=1/1%Time=61D0DCDC%P=x86_64-pc-linux-gnu%r(DNSVe 
SF:rsionBindReqTCP,20,"\0\x1e\0\x06\x81\x85\0\x01\0\0\0\0\0\0\x07version\x 
SF:04bind\0\0\x10\0\x03")%r(DNSStatusRequestTCP,E,"\0\x0c\0\0\x90\x04\0\0\ 
SF:0\0\0\0\0\0"); 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 1 IP address (1 host up) scanned in 138.93 seconds 
 
UDP scan of 192.168.0.241 
root@kali:~# nmap -sU 192.168.0.241 
Starting Nmap 7.80 ( https://nmap.org ) at 2022-01-01 22:13 EST 
Nmap scan report for 192.168.0.241 
Host is up (0.0032s latency). 
Not shown: 998 open|filtered ports 
PORT    STATE SERVICE 
53/udp  open  domain 
123/udp open  ntp 
 
Nmap done: 1 IP address (1 host up) scanned in 31.95 seconds 
 
TCP scan 13.13.13.0/24 subnet 
root@kali:~# nmap -sV -p- -sS 13.13.13.0/24 
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-29 05:14 EST                                                                                                                                                                             
Nmap scan report for 13.13.13.12                                                                                                                                                                                                            
Host is up (0.0026s latency).                                                                                                                                                                                                               
Not shown: 65527 closed ports                                                                                                                                                                                                               
PORT      STATE SERVICE  VERSION                                                                                                                                                                                                            
22/tcp    open  ssh      OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0)                                                                                                                                                     
111/tcp   open  rpcbind  2-4 (RPC #100000)                                                                                                                                                                                                  
2049/tcp  open  nfs_acl  2-3 (RPC #100227) 
41955/tcp open  status   1 (RPC #100024) 
42964/tcp open  mountd   1-3 (RPC #100005) 
46649/tcp open  mountd   1-3 (RPC #100005) 
49966/tcp open  nlockmgr 1-4 (RPC #100021) 
60716/tcp open  mountd   1-3 (RPC #100005) 
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel 
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Nmap scan report for 13.13.13.13 
Host is up (0.0029s latency). 
Not shown: 65534 closed ports 
PORT   STATE SERVICE VERSION 
22/tcp open  ssh     OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0) 
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 256 IP addresses (2 hosts up) scanned in 86.96 seconds 
 
UDP scan 13.13.13.0/24 subnet 
root@kali:~# nmap -sV -sU --top-ports 1000 13.13.13.0/24 
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-29 05:38 EST 
Nmap scan report for 13.13.13.12 
Host is up (0.0023s latency). 
Not shown: 995 closed ports 
PORT     STATE         SERVICE  VERSION 
111/udp  open          rpcbind  2-4 (RPC #100000) 
626/udp  open          rpcbind  2-4 (RPC #100000) 
631/udp  open|filtered ipp 
2049/udp open          nfs_acl  2-3 (RPC #100227) 
5353/udp open|filtered zeroconf 
 
Nmap scan report for 13.13.13.13 
Host is up (0.0027s latency). 
Not shown: 998 closed ports 
PORT     STATE         SERVICE VERSION 
631/udp  open|filtered ipp 
5353/udp open          mdns    DNS-based service discovery 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 256 IP addresses (2 hosts up) scanned in 1246.65 seconds 
 
TCP scan 172.16.221.0/24 
root@kali:~# nmap -sS -sV -p- 172.16.221.0/24 
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-31 04:39 EST 
Nmap scan report for 172.16.221.16 
Host is up (0.0027s latency). 
Not shown: 65531 closed ports 
PORT    STATE SERVICE    VERSION 
22/tcp  open  ssh        OpenSSH 5.5p1 Debian 6+squeeze8 (protocol 2.0) 
23/tcp  open  telnet     VyOS telnetd 
80/tcp  open  http       lighttpd 1.4.28 
443/tcp open  ssl/https? 
Service Info: Host: vyos; OS: Linux; Device: router; CPE: cpe:/o:linux:linux_kernel 
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Nmap scan report for 172.16.221.237 
Host is up (0.0030s latency). 
Not shown: 65533 closed ports 
PORT    STATE SERVICE  VERSION 
80/tcp  open  http     Apache httpd 2.2.22 ((Ubuntu)) 
443/tcp open  ssl/http Apache httpd 2.2.22 ((Ubuntu)) 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 256 IP addresses (2 hosts up) scanned in 88.49 seconds 
 
UDP scan 172.16.221.0/24 
root@kali:~# nmap -sU -sV --top-ports 1000 172.16.221.0/24 
Starting Nmap 7.80 ( https://nmap.org ) at 2021-12-31 04:42 EST 
Stats: 0:17:18 elapsed; 254 hosts completed (2 up), 2 undergoing UDP Scan 
UDP Scan Timing: About 94.01% done; ETC: 05:01 (0:01:03 remaining) 
Nmap scan report for 172.16.221.16 
Host is up (0.0011s latency). 
Not shown: 998 closed ports 
PORT    STATE SERVICE VERSION 
123/udp open  ntp     NTP v4 (unsynchronized) 
161/udp open  snmp    net-snmp; net-snmp SNMPv3 server 
 
Nmap scan report for 172.16.221.237 
Host is up (0.0014s latency). 
Not shown: 999 closed ports 
PORT     STATE SERVICE VERSION 
5353/udp open  mdns    DNS-based service discovery 
 
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . 
Nmap done: 256 IP addresses (2 hosts up) scanned in 1140.73 seconds 
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APPENDIX C – VYOS ROUTERS AND TELNET OUTPUTS 

5.1.1 Router 1 

 

Figure 1: Default credentials “vyos” entered and investigator logged in. 

 

Figure 2: IP route of router one 

 

Figure 3: Interfaces connected to router one. 

root@kali:~# telnet 192.168.0.193 
Trying 192.168.0.193... 
Connected to 192.168.0.193. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
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Password:  
Last login: Fri Dec 24 05:13:33 UTC 2021 on pts/0 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright. 
vyos@vyos:~$ show ip route  
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF, 
       I - ISIS, B - BGP, > - selected route, * - FIB route 
 
C>* 1.1.1.1/32 is directly connected, lo 
C>* 127.0.0.0/8 is directly connected, lo 
O   172.16.221.0/24 [110/10] is directly connected, eth2, 03:26:33 
C>* 172.16.221.0/24 is directly connected, eth2 
O>* 192.168.0.32/27 [110/20] via 192.168.0.226, eth1, 03:25:47 
O>* 192.168.0.64/27 [110/50] via 192.168.0.226, eth1, 03:23:51 
O>* 192.168.0.96/27 [110/40] via 192.168.0.226, eth1, 03:23:47 
O>* 192.168.0.128/27 [110/30] via 192.168.0.226, eth1, 03:25:42 
O   192.168.0.192/27 [110/10] is directly connected, eth3, 03:26:33 
C>* 192.168.0.192/27 is directly connected, eth3 
O   192.168.0.224/30 [110/10] is directly connected, eth1, 03:26:33 
C>* 192.168.0.224/30 is directly connected, eth1 
O>* 192.168.0.228/30 [110/20] via 192.168.0.226, eth1, 03:25:47 
O>* 192.168.0.232/30 [110/30] via 192.168.0.226, eth1, 03:25:42 
O>* 192.168.0.240/30 [110/40] via 192.168.0.226, eth1, 03:23:57 
vyos@vyos:~$ exit 
logout 
Connection closed by foreign host. 
root@kali:~# telnet 192.168.0.225 
Trying 192.168.0.225... 
Connected to 192.168.0.225. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
Password:  
Last login: Fri Dec 24 23:37:16 UTC 2021 on pts/0 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright. 
vyos@vyos:~$ show ip route  
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF, 
       I - ISIS, B - BGP, > - selected route, * - FIB route 
 
C>* 1.1.1.1/32 is directly connected, lo 
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C>* 127.0.0.0/8 is directly connected, lo 
O   172.16.221.0/24 [110/10] is directly connected, eth2, 03:28:22 
C>* 172.16.221.0/24 is directly connected, eth2 
O>* 192.168.0.32/27 [110/20] via 192.168.0.226, eth1, 03:27:36 
O>* 192.168.0.64/27 [110/50] via 192.168.0.226, eth1, 03:25:40 
O>* 192.168.0.96/27 [110/40] via 192.168.0.226, eth1, 03:25:36 
O>* 192.168.0.128/27 [110/30] via 192.168.0.226, eth1, 03:27:31 
O   192.168.0.192/27 [110/10] is directly connected, eth3, 03:28:22 
C>* 192.168.0.192/27 is directly connected, eth3 
O   192.168.0.224/30 [110/10] is directly connected, eth1, 03:28:22 
C>* 192.168.0.224/30 is directly connected, eth1 
O>* 192.168.0.228/30 [110/20] via 192.168.0.226, eth1, 03:27:36 
O>* 192.168.0.232/30 [110/30] via 192.168.0.226, eth1, 03:27:31 
O>* 192.168.0.240/30 [110/40] via 192.168.0.226, eth1, 03:25:46 
vyos@vyos:~$ exit 
logout 
Connection closed by foreign host. 
 

root@kali:~# telnet 172.16.221.16 
Trying 172.16.221.16... 
Connected to 172.16.221.16. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
Password:  
Last login: Wed Dec 29 11:23:36 UTC 2021 on pts/0 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright. 
vyos@vyos:~$ ip route 
1.1.1.1 dev lo  proto kernel  scope link  src 1.1.1.1  
127.0.0.0/8 dev lo  proto kernel  scope link  src 127.0.0.1  
172.16.221.0/24 dev eth2  proto kernel  scope link  src 172.16.221.16  
192.168.0.32/27 via 192.168.0.226 dev eth1  proto zebra  metric 20  
192.168.0.64/27 via 192.168.0.226 dev eth1  proto zebra  metric 50  
192.168.0.96/27 via 192.168.0.226 dev eth1  proto zebra  metric 40  
192.168.0.128/27 via 192.168.0.226 dev eth1  proto zebra  metric 30  
192.168.0.192/27 dev eth3  proto kernel  scope link  src 192.168.0.193  
192.168.0.224/30 dev eth1  proto kernel  scope link  src 192.168.0.225  
192.168.0.228/30 via 192.168.0.226 dev eth1  proto zebra  metric 20  
192.168.0.232/30 via 192.168.0.226 dev eth1  proto zebra  metric 30  
192.168.0.240/30 via 192.168.0.226 dev eth1  proto zebra  metric 40 
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5.1.2 Router 2 

 

Figure 4: IP route of router two. 

 

Figure 5: Interfaces connected to router two.  

root@kali:~# telnet 192.168.0.33 
Trying 192.168.0.33... 
Connected to 192.168.0.33. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
Password:  
Last login: Thu Oct 21 08:24:24 UTC 2021 on tty1 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
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This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright. 
vyos@vyos:~$ show ip route  
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF, 
       I - ISIS, B - BGP, > - selected route, * - FIB route 
 
C>* 2.2.2.2/32 is directly connected, lo 
C>* 127.0.0.0/8 is directly connected, lo 
O>* 172.16.221.0/24 [110/20] via 192.168.0.225, eth3, 03:24:20 
O   192.168.0.32/27 [110/10] is directly connected, eth1, 03:25:11 
C>* 192.168.0.32/27 is directly connected, eth1 
O>* 192.168.0.64/27 [110/40] via 192.168.0.230, eth2, 03:22:30 
O>* 192.168.0.96/27 [110/30] via 192.168.0.230, eth2, 03:22:26 
O>* 192.168.0.128/27 [110/20] via 192.168.0.230, eth2, 03:24:21 
O>* 192.168.0.192/27 [110/20] via 192.168.0.225, eth3, 03:24:20 
O   192.168.0.224/30 [110/10] is directly connected, eth3, 03:25:11 
C>* 192.168.0.224/30 is directly connected, eth3 
O   192.168.0.228/30 [110/10] is directly connected, eth2, 03:25:11 
C>* 192.168.0.228/30 is directly connected, eth2 
O>* 192.168.0.232/30 [110/20] via 192.168.0.230, eth2, 03:24:21 
O>* 192.168.0.240/30 [110/30] via 192.168.0.230, eth2, 03:22:36 
vyos@vyos:~$ exit 
logout 
]Connection closed by foreign host. 
 
root@kali:~# telnet 192.168.0.226 
Trying 192.168.0.226... 
Connected to 192.168.0.226. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
Password:  
Last login: Fri Dec 24 23:35:57 UTC 2021 on pts/0 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright. 
vyos@vyos:~$ show ip route  
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF, 
       I - ISIS, B - BGP, > - selected route, * - FIB route 
 
C>* 2.2.2.2/32 is directly connected, lo 
C>* 127.0.0.0/8 is directly connected, lo 
O>* 172.16.221.0/24 [110/20] via 192.168.0.225, eth3, 03:29:42 
O   192.168.0.32/27 [110/10] is directly connected, eth1, 03:30:33 
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C>* 192.168.0.32/27 is directly connected, eth1 
O>* 192.168.0.64/27 [110/40] via 192.168.0.230, eth2, 03:27:52 
O>* 192.168.0.96/27 [110/30] via 192.168.0.230, eth2, 03:27:48 
O>* 192.168.0.128/27 [110/20] via 192.168.0.230, eth2, 03:29:43 
O>* 192.168.0.192/27 [110/20] via 192.168.0.225, eth3, 03:29:42 
O   192.168.0.224/30 [110/10] is directly connected, eth3, 03:30:33 
C>* 192.168.0.224/30 is directly connected, eth3 
O   192.168.0.228/30 [110/10] is directly connected, eth2, 03:30:33 
C>* 192.168.0.228/30 is directly connected, eth2 
O>* 192.168.0.232/30 [110/20] via 192.168.0.230, eth2, 03:29:43 
O>* 192.168.0.240/30 [110/30] via 192.168.0.230, eth2, 03:27:58 
vyos@vyos:~$ exit 
logout 
Connection closed by foreign host. 
root@kali:~# telnet 192.168.0.229 
Trying 192.168.0.229... 
Connected to 192.168.0.229. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
Password:  
Last login: Fri Dec 24 23:41:18 UTC 2021 on pts/0 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright. 
vyos@vyos:~$ show ip route  
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF, 
       I - ISIS, B - BGP, > - selected route, * - FIB route 
 
C>* 2.2.2.2/32 is directly connected, lo 
C>* 127.0.0.0/8 is directly connected, lo 
O>* 172.16.221.0/24 [110/20] via 192.168.0.225, eth3, 03:31:24 
O   192.168.0.32/27 [110/10] is directly connected, eth1, 03:32:15 
C>* 192.168.0.32/27 is directly connected, eth1 
O>* 192.168.0.64/27 [110/40] via 192.168.0.230, eth2, 03:29:34 
O>* 192.168.0.96/27 [110/30] via 192.168.0.230, eth2, 03:29:30 
O>* 192.168.0.128/27 [110/20] via 192.168.0.230, eth2, 03:31:25 
O>* 192.168.0.192/27 [110/20] via 192.168.0.225, eth3, 03:31:24 
O   192.168.0.224/30 [110/10] is directly connected, eth3, 03:32:15 
C>* 192.168.0.224/30 is directly connected, eth3 
O   192.168.0.228/30 [110/10] is directly connected, eth2, 03:32:15 
C>* 192.168.0.228/30 is directly connected, eth2 
O>* 192.168.0.232/30 [110/20] via 192.168.0.230, eth2, 03:31:25 
O>* 192.168.0.240/30 [110/30] via 192.168.0.230, eth2, 03:29:40 
vyos@vyos:~$ 
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vyos@vyos:~$ exit 
logout 
Connection closed by foreign host. 

5.1.3 Router 3 

 

Figure 6: IP route of router three. 

 

Figure 7: Interfaces connected to router three. 

root@kali:~# telnet 192.168.0.129 
Trying 192.168.0.129... 
Connected to 192.168.0.129. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
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Password:  
Last login: Thu Oct 21 09:30:23 UTC 2021 on tty1 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright.       
vyos@vyos:~$ show ip route  
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF, 
       I - ISIS, B - BGP, > - selected route, * - FIB route 
 
C>* 3.3.3.3/32 is directly connected, lo 
C>* 127.0.0.0/8 is directly connected, lo 
O>* 172.16.221.0/24 [110/30] via 192.168.0.229, eth3, 03:23:35 
O>* 192.168.0.32/27 [110/20] via 192.168.0.229, eth3, 03:23:36 
O>* 192.168.0.64/27 [110/30] via 192.168.0.234, eth2, 03:21:45 
O>* 192.168.0.96/27 [110/20] via 192.168.0.234, eth2, 03:21:41 
O   192.168.0.128/27 [110/10] is directly connected, eth1, 03:24:26 
C>* 192.168.0.128/27 is directly connected, eth1 
O>* 192.168.0.192/27 [110/30] via 192.168.0.229, eth3, 03:23:35 
O>* 192.168.0.224/30 [110/20] via 192.168.0.229, eth3, 03:23:36 
O   192.168.0.228/30 [110/10] is directly connected, eth3, 03:24:26 
C>* 192.168.0.228/30 is directly connected, eth3 
O   192.168.0.232/30 [110/10] is directly connected, eth2, 03:24:26 
C>* 192.168.0.232/30 is directly connected, eth2 
O>* 192.168.0.240/30 [110/20] via 192.168.0.234, eth2, 03:21:51 
vyos@vyos:~$ exit 
logout 
Connection closed by foreign host. 
 
root@kali:~# telnet 192.168.0.230 
Trying 192.168.0.230... 
Connected to 192.168.0.230. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
Password:  
Last login: Fri Dec 24 23:34:57 UTC 2021 on pts/0 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright. 
vyos@vyos:~$ show ip route  
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF, 
       I - ISIS, B - BGP, > - selected route, * - FIB route 
 



79 | P a g e  
 

C>* 3.3.3.3/32 is directly connected, lo 
C>* 127.0.0.0/8 is directly connected, lo 
O>* 172.16.221.0/24 [110/30] via 192.168.0.229, eth3, 03:32:07 
O>* 192.168.0.32/27 [110/20] via 192.168.0.229, eth3, 03:32:08 
O>* 192.168.0.64/27 [110/30] via 192.168.0.234, eth2, 03:30:17 
O>* 192.168.0.96/27 [110/20] via 192.168.0.234, eth2, 03:30:13 
O   192.168.0.128/27 [110/10] is directly connected, eth1, 03:32:58 
C>* 192.168.0.128/27 is directly connected, eth1 
O>* 192.168.0.192/27 [110/30] via 192.168.0.229, eth3, 03:32:07 
O>* 192.168.0.224/30 [110/20] via 192.168.0.229, eth3, 03:32:08 
O   192.168.0.228/30 [110/10] is directly connected, eth3, 03:32:58 
C>* 192.168.0.228/30 is directly connected, eth3 
O   192.168.0.232/30 [110/10] is directly connected, eth2, 03:32:58 
C>* 192.168.0.232/30 is directly connected, eth2 
O>* 192.168.0.240/30 [110/20] via 192.168.0.234, eth2, 03:30:23 
vyos@vyos:~$ exit 
logout 
Connection closed by foreign host. 
 
root@kali:~# telnet 192.168.0.233 
Trying 192.168.0.233... 
Connected to 192.168.0.233. 
Escape character is '^]'. 
 
Welcome to VyOS 
vyos login: vyos 
Password:  
Last login: Fri Dec 24 23:43:45 UTC 2021 on pts/0 
Linux vyos 3.13.11-1-amd64-vyos #1 SMP Wed Aug 12 02:08:05 UTC 2015 x86_64 
Welcome to VyOS. 
This system is open-source software. The exact distribution terms for  
each module comprising the full system are described in the individual  
files in /usr/share/doc/*/copyright. 
vyos@vyos:~$ show ip route  
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF, 
       I - ISIS, B - BGP, > - selected route, * - FIB route 
 
 
C>* 3.3.3.3/32 is directly connected, lo 
C>* 127.0.0.0/8 is directly connected, lo 
O>* 172.16.221.0/24 [110/30] via 192.168.0.229, eth3, 03:32:31 
O>* 192.168.0.32/27 [110/20] via 192.168.0.229, eth3, 03:32:32 
O>* 192.168.0.64/27 [110/30] via 192.168.0.234, eth2, 03:30:41 
O>* 192.168.0.96/27 [110/20] via 192.168.0.234, eth2, 03:30:37 
O   192.168.0.128/27 [110/10] is directly connected, eth1, 03:33:22 
C>* 192.168.0.128/27 is directly connected, eth1 
O>* 192.168.0.192/27 [110/30] via 192.168.0.229, eth3, 03:32:31 
O>* 192.168.0.224/30 [110/20] via 192.168.0.229, eth3, 03:32:32 
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O   192.168.0.228/30 [110/10] is directly connected, eth3, 03:33:22 
C>* 192.168.0.228/30 is directly connected, eth3 
O   192.168.0.232/30 [110/10] is directly connected, eth2, 03:33:22 
C>* 192.168.0.232/30 is directly connected, eth2 
O>* 192.168.0.240/30 [110/20] via 192.168.0.234, eth2, 03:30:47 
vyos@vyos:~$  
 

5.1.4 Router 4 

 

 
Figure 8: Ip route of router four. 

 
Figure 9: interfaces connected to router four. 
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APPENDIX D – ENABLING NAT 

 

Figure 1: forwarding not working – kali host not getting replies from 192.168.0.66 host. 

 

Figure 2: NAT enabled and the kali host receiving replies from the 192.168.0.66 host – forwarding 

working. 

 

APPENDIX E – DIRBUSTER SCAN OF 172.16.221.237 

/ 
/cgi-bin/ 
/icons/ 
/doc/ 
/cgi-bin/php/ 
/wordpress/ 
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/wordpress/wp-content/ 
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/wordpress/wp-content/themes/twentyeleven/languages/ 
/wordpress/wp-content/languages/ 
/wordpress/wp-content/themes/twentyeleven/js/ 
/wordpress/wp-includes/version/ 
/wordpress/wp-includes/registration/ 
/wordpress/wp-includes/post/ 
/wordpress/wp-includes/comment/ 
/wordpress/wp-includes/css/ 
/wordpress/wp-includes/update/ 
/wordpress/wp-content/themes/twentyeleven/404/ 
/wordpress/wp-content/themes/default/404/ 
/wordpress/wp-includes/js/ 
/wordpress/wp-content/themes/twentyeleven/showcase/ 
/wordpress/wp-includes/query/ 
/wordpress/wp-includes/taxonomy/ 
/wordpress/wp-includes/cache/ 
/wordpress/wp-includes/theme/ 
/wordpress/wp-content/themes/twentyeleven/sidebar/ 
/wordpress/wp-content/themes/twentyeleven/inc/ 
/wordpress/wp-content/themes/twentyeleven/inc/images/ 
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/wordpress/wp-includes/widgets/ 
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/wordpress/wp-content/themes/twentyeleven/search.php 
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/wordpress/wp-content/themes/default/search.php 
/wordpress/wp-content/themes/twentyeleven/archive.php 
/wordpress/wp-content/themes/twentyeleven/category.php 
/wordpress/wp-content/themes/default/archives.php 
/wordpress/wp-content/themes/default/links.php 
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/wordpress/wp-content/themes/default/archive.php 
/wordpress/wp-content/themes/twentyeleven/page.php 
/wordpress/wp-content/themes/default/page.php 
/wordpress/wp-content/themes/twentyeleven/comments.php 
/wordpress/wp-content/themes/twentyeleven/image.php 
/wordpress/wp-content/themes/default/comments.php 
/wordpress/wp-content/themes/twentyeleven/header.php 
/wordpress/wp-content/themes/default/image.php 
/wordpress/wp-content/themes/default/header.php 
/wordpress/wp-content/themes/twentyeleven/footer.php 
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/wordpress/wp-content/themes/default/footer.php 
/wordpress/wp-content/themes/twentyeleven/tag.php 
/wordpress/wp-content/themes/twentyeleven/author.php 
/wordpress/wp-content/plugins/index.php 
/wordpress/wp-includes/rss.php 
/wordpress/wp-includes/category.php 
/wordpress/wp-includes/media.php 
/wordpress/wp-includes/user.php 
/wordpress/wp-includes/feed.php 
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/wordpress/wp-content/themes/twentyeleven/languages/twentyeleven.pot 
/wordpress/wp-content/themes/twentyeleven/js/html5.js 
/wordpress/wp-content/themes/twentyeleven/js/showcase.js 
/wordpress/wp-includes/version.php 
/wordpress/wp-includes/registration.php 
/wordpress/wp-includes/post.php 
/wordpress/wp-includes/comment.php 
/wordpress/wp-includes/css/admin-bar-rtl.css 
/wordpress/wp-includes/css/admin-bar-rtl.dev.css 
/wordpress/wp-includes/css/admin-bar.css 
/wordpress/wp-includes/css/admin-bar.dev.css 
/wordpress/wp-includes/css/editor-buttons.css 
/wordpress/wp-includes/css/editor-buttons.dev.css 
/wordpress/wp-includes/css/jquery-ui-dialog.css 
/wordpress/wp-includes/css/jquery-ui-dialog.dev.css 
/wordpress/wp-includes/css/wp-pointer.css 
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APPENDIX F – WORDPRESS SITE 

Figure 1: MrBlobby WordPress site 

Figure 2: WordPress login page. 
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Figure 3: Twenty Eleven 404 Template before modification. 

 


